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Rakendatud
tehnoloogia

Isikustamise
voimalus

Toodtlemise
vahendid

Midagi rakendatud  Isikukood asendatud Reeglipohine Reeglipdhine Muraga Otse isikustavad Andmete Andmete
ei ole pseudontimiga pseudoniimimine anonliimimine anoniiimimine  tunnused eemaldatud  kriipteerimine téotlemata jatmine
6574d303dbf63c66e 6574d303dbf63c66e 6574d303dbf63c66e 6574d303dbf63c66e 6574d303dbf63c66e
Mari Maasikas Mari Maasikas Kaire Kartul Kaire Kartul Kaire Kartul
Kraavi 27 Kraavi 27 Kuuse 3 Kuuse 3 Kuuse 5

Polva 63304 Polva 63304 Pdlva 63304 Polva 63xxx Pélva 63303

13. mérts 1994 13. marts 1994 13. marts 1994 1990-1995 28. aprill 1993
55 123 9876 55 123 9876 55 555 0001 55 555 0001 55 555 0001

mari@maasik.as mari@maasik.as kairekartul@e-po.st kairekartul@e-po.st kairekartul@e-po.st
9:00 - Polva 9:00 - Polva 9:00 - Polva 9:00 - Polva 9:00 - Polva 9:00 - Polva

9:15 - Valgemetsa 9:15 - Valgemetsa 9:15 - Valgemetsa 9:15 - Valgemetsa 9:15 - Valgemetsa 9:15 - Valgemetsa

9:30 - Ulenurme 9:30 - Ulenurme 9:30 - Ulenurme 9:30 - Ulenurme 9:30 - Ulenurme 9:30 - Ulenurme

9:45 - Tartu 9:45 - Tartu 9:45 - Tartu 9:45 - Tartu 9:45 - Tartu 9:45 - Tartu
Otseselt, isikut Otseselt, isikut Kaudselt, véliste Kaudselt, Kaudselt, Kaudselt, Voimatu, kui pole Voimatu
méaravate kirjete méadravate Kirjete andmestike toel likumismustrite jargi, liikumismustrite jargi, likumismustrite jérgi, ligipa&su vétmele
kaudu kaudu véliste andmestike toel  valiste andmestike toel  véliste andmestike toel
Privaatsustehnoloogiad
v6lm§ldavad téddelda
Tavapérased Tavapérased Tavapérased Tavaparased Tavapérased Tavaparased "Téwm:m T,‘,‘,'g:,’.::g:ga
vahendid vahendid vahendid vahendid vahendid vahendid Voi turvalised s0steamis
kaivituskeskkonnad)

Cybernetica paberist ,Privaatsustehnoloogiate rakendamine andmekaitses”

12.06.2019

Aimatavuse vahendamine



55

=" Toojou-uuringu naide

12.06.2019 Aimatavuse vahendamine



#& Uksikandmestikes andmesubjekti aimatavuse
vahendamise meetodid ja aimatavuse riski tasemed

= Uldine Umber- m Lokaalne vaartuste
kodeerimine kustutamine
g N | . Pideva tunnuse / \ m Pideva tunnuse
m  Pseudonumi- aarmuslike m Uldine imber- aarmuslike vaartuste
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otseselt umberkodeeri- m Pideva tunnuse m  Juhulikustamine
identifitseerivate mine aarmuslike vaartuste m  Mikroagregeerimine
tunnuste (kood, - umberkodeerimine m Juhusliku mura lisamine
nimi, aadress) = Juhulikustamine . P
eemaldamine = Mikroagregeerimine
S A %
Otseselt Kaudselt Kaudselt Kaudselt Avallkgks
tuvastatavad kasutamiseks
tuvastatavad tuvastatavad tuvastatavad A
andmed andmed apqnEd —} andmed noeldnd
: : (tuvastamise ; andmed
(tuvastamise (tuvastamise : (tuvastamise :
risk 100%) risk kdrge) r'Sk. risk madal) (tuyastamlse
keskmine) risk 0%)
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A VISUAL GUIDE TO PRACTICAL DATA DE-IDENTIFICATION

What do scientists, regulators
and lawyers mean when they
talk about de-identification?
How does anonymous data
differ from pseudonymous
or de-identified information?
Data identifiability is not
binary. Data lieson a
spectrum with multiple
shades of identifiability.

This is a primer on how
to distinguish different
categories of data.

DIRECT IDENTIFIERS

Data that identifies a
persan without additional
information or by linking
to information in the public
domain [e.g. name, 55N}

INDIRECT IDENTIHIERS

Data that identifies an
individual indirectly. Helps
connect pieces of information
until an individual can be
singled out (e.g., DOB, gender)

SAFEGUARDS and CONTROLS
Technical, organizational

and legal controls preventing
employees, researchers or
other third parties from
re-identifying individuals

SELECTED Wame, address,
phone number, 55N,

EXAMPLES

/o8

123 Main Street,
555-555-5555)

= A

DEGREES OF IDENTIFIABILITY

Information containing direct and indirect identifiers.

POTENTIALLY NOT READILY
IDENTIFIABLE IDENTIFIAELE

53]
N /a)

EXPLICITLY
PERSONAL

O

NOT RELEVANT
due to natlre of data

mment-issued ID
Jane Smith,

PSEUDONYMOUS DATA

Information from which direct identifiers have
been eliminated or transformed, but indirect
identifiers remain intact.

KEY

CODED PSEUDONYMOUS

ELIMINATED ar
TRANSFORMED

ELIMINATED or
TRANSFORMED

INTACT

LIMITED ar
MOME [N PLACE

PROTECTED
PSEUDONYMOUS

ELIMINATED or

TRAMSFORMED

INTALT

Produced by In collaboration with
PRIVACY EY
FORUM

FPF.ORG

DE-IDENTIFIED DATA ANONYMOUS DATA

Direct and known indirect Direct and indirect identifiers have

identifiers have been removed or been removed or manipulated together

manipulated to break the linkage with mathematical and technical

to real world identities. guarantees to prevent re-identification.
PROTECTED AGGREGATED

DE-IDENTIFIED DE-IDENTIFIED ANONYMOUS ANONYMOUS

or

TRANSFORMED

ELIMINATED or
TRANSFORMED

LIMITED or
NONE IN FLACE

For example. noise is
calibrated to a data set
to hide whether an
individual is present or
not (differential privacy}




Kommenteerimiseks saadetud

= Tallinna Ulikool

= Tartu Ulikooli
mobiilsusuuringute labor

= Tartu Ulikooli inimgeograafia
ja regionaalplaneerimise
oppetool

" TalTechi IT-teaduskond
= Cybernetica
" Positium
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Kokkuvote

= pseudonuumimine # anonuumimine & umbisikustamine

= anonuumimine = umbisikustamine = aimatavuse vahendamise
meetodite rakendamine

= Anonuumsete uksikandmete kasutusvoimalused teadusuuringuteks
ja moju analuusideks on piiratud

= Eesmark on uksikandmete kasutust suurendada, sh nii SA
uuringutega kogutud, registritest saadavad jms nii teadusuuringuteks
Kui ka mojuanaluusideks
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Jargmised sammud ,,Hea tavaga*

= Taiendame moisteid (koos definitsioonidega)
" | isame juurde naiteid

" [ isame eri tasemele vahendatud aimatavusega andmestike
Kasutamisel rakendatavate kaitse meetmete hea tava

= Arutame asjassepuutuvatega
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Andmejagamisteenuse laiendamine

" Teadusuuringuteks uksikandmete kasutada andmise

olemasoleva teenuse re-disain ja riikliku statisti
muudatusest tuleneva andmejagamisteenuse

Ka seaduse
Isain

" Disaimimeeskonnas lisaks SA esindajatele (5)
esindaja

Ka RM ja JuM

= Disainimeeskond osaleb Avalike Teenuste Arendamise

Programmis (Praxis ja Velvet)
" Intervjueeritakse ca 30 teenuse kasutajat
= Oppekaik Taani ja Norra statistikaametitesse
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Uus-Meremaa
pohimotted
uksikandmete
kasutamisel

12.06.2019

. Safe people — researchers can be trusted to use data appropriately and follow procedures.

. Safe projects — the project has a statistical purpose and is in the public interest.

. Safe settings — security arrangements prevent unauthorised access to the data.

. Safe data — the data inherently limits the risk of disclosure.

. Safe output — the statistical results produced do not contain any identifying results.

The 'five safes' framework for the IDI and LBD

1. Konfidentsiaalsus-
kohustus

Safe people Safe projects Safe settings Safe data Saf,

Researchers must pass referee checks before we allow them to work with data. We require them to sign a
declaration of secrecy under the Statistics Act 1975 and follow our rules and protocols. Researchers who
break our protocols can be banned, blacklisted, or prosecuted.

2. Leping
asutusega, avaliku

huvi olemasolu

Research is restricted to the analysis of groups, not individuals, and must be in the public interest. This
means that the research is focused on finding solutions to issues that are likely to have a wide public
benefit. The Government Statistician or delegated authorised person signs off all research proposals.

3.Teadlaste

Data can only be accessed through a secure Data Lab environment. Computers are not connected . . .
infosusteemsusteem

network and only Stats NZ staff can release data to researchers.

. Pseudonuumitudj
ainult uurimiseesmargi
taitmiseks vajalikud

We de-identify data, which means we remove personal identifying information such as names
addresses, and encrypt (ie replace with another number) identifiers such as IRD and NHI
our de-identified data fact sheet for more information about the benefits, risks, and possibl
identified data. Researchers in the IDI get access only to the data relating to their research; ré
the LBD get access to all LBD data.

Researchers must confidentialise output before it can be released from the Data Lab, and Stats NZ st; 5. Tulemite
double-check results to ensure individuals cannot be identified. See Microdata output guide for the _ i ntroll
methods and rules researchers must use for confidentialising output produced from Stats NZ's microdata: Imat@m}@ﬂm
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